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Email security for attorneys and law firms

(@and anyone else)

By John Bandler, Esq., Bandler Law Firm PLLC
AUGUST 25, 2025

Good email security is an essential part of overall cybersecurity
and preventing cybercrime. This applies to all lawyers and law
firms, and any other individual or organization for that matter.

Ask yourself these questions about your personal and
organizational email accounts, and what consequences might
occur if:

+  The contents of your email accounts got into the hands of
an adversary, criminal, or were posted publicly?

+ A criminal gained access to your account and sent emails
to others as if they were you?

+ You were suddenly locked out of your email accounts,
and it took days to regain access? Or you never regained
access?

There are many reasons to prioritize email security as we
assess our personal and organizational information systems.
Email-based frauds steal billions of dollars each year in
amounts from thousands to millions per incident. Our email
accounts contain sensitive, confidential, and personal
information, and are the keys to other online accounts

(think how most password resets are accomplished).

We rely on email to communicate and operate, and our
duties with cybersecurity extend to our email systems and
communications.

What is different about cybersecurity for attorneys
and what is the same?

Most good cybersecurity principles apply to every organization,
including attorneys and law firms, so in that sense we are the
same.

Still, cybersecurity is never “one size fits all” because every
organization needs to adapt and decide for themselves based
on legal requirements, risks, their mission, and their systems. In
that sense, every organization is slightly different, and attorneys
have some special differences.

Every organization has cybersecurity legal compliance
requirements. Attorneys and law firms have heightened duties
and risks. We have duties of competence, confidentiality, to
protect our clients and their funds, and we are gatekeepers

of significant financial transactions which need to be
safeguarded. ("Attorneys on alert for cybersecurity threats:
New York’s new CLE training requirement,” Reuters Legal News,
July 19, 2023, https://bit.ly/4sSBWM).

This article offers a practical review to improve and secure
email usage and systems, which is one important and
actionable component of cybersecurity.

Every attorney has both business and personal email accounts
— they should be concerned about the security of all of them.

Personal email accounts are easier to configure because the
individual controls and configures them.

In a solo law firm, deciding about the rules for configuration
and then implementing them is also simple.

Every attorney has both business
and personal email accounts — they
should be concerned about the
security of all of them.

For attorneys not in solo practice, their firm or organization
needs to make responsible decisions on cybersecurity and
then ensure they are properly implemented. Someone must be
responsible for cybersecurity in the organization, including as
to how employees use technology. That said, every attorney
has their own duties for confidentiality and cybersecurity,

and no attorney should assume that email security and
cybersecurity are simply someone else’s problem.

Keep in mind that cybersecurity starts with knowledge and
decisions — not with the products or vendors you pick. That is
why knowledge is my first pillar of cybersecurity (more on that
in future articles).

Automobile safety provides useful parallels for cybersecurity.
We make decisions about how to maintain our car and adjust
the controls for our operation, when to drive (or not), and then
make many choices while driving to get ourselves safely and
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comfortably to our destination. We make analogous decisions
with our technology as well.

Review these prioritized tips to secure your email accounts
(whether personal or organizational).

Ensure the account has a strong, unique password

Email accounts, like other important online accounts, should
have a strong password. A strong password means it would
be hard for a person or computer program to guess it. Longer
is better and avoid excessive complexity lest you risk locking
yourself out.

A unique password means you don’t use this password for any
other online account. Organizations can require certain types
of complexity within a password and users need to know the
principles and put them into practice.

Ensure two-factor authentication is enabled

Individuals, firms, and other organizations should implement
two-factor authentication. Two-factor authentication means
access to the account requires two “factors” to prove who you
are, generally a password (something you know) plus proof of
something you have (your cell phone or a token), or sometimes
proof of who you are (e.g., facial features or fingerprint).

Organizations can require certain
types of complexity within a
password and users need to know
the principles and put them into
practice.

Two-factor authentication is an essential step to prevent the
compromise of online accounts. It is also known as multi-
factor authentication, 2FA, MFA, or two-step authentication.
Generally, organizations that have not implemented 2FA sit at a
low level of cybersecurity; those who don’t even know what it
is are even lower.

Review the security and privacy settings for your
email account

Spend a few minutes periodically to improve your knowledge
of the many settings available and configure them
appropriately for your situation.

Review your computer device security

Review the security of your computer devices, to include
smartphones, tablets, laptops, and desktop computers
because these access your email (plus much more). As a start,
your devices should require a password or facial or fingerprint
recognition before allowing anyone to access their contents.
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Repeat periodically

Cybersecurity is never done, things change, and we can only
do so much at one time. That means we review periodically
and try to improve a little each time regarding our knowledge
and settings to improve security and efficiency.

Think before you click, open, address, or send

Email can impose overwhelming burdens and there can be a
temptation to work at breakneck pace to get tasks done and
clear the inbox, but every email communication requires asking
these questions instinctively:

Who really sent that email to my inbox?
Who am | really sending my email to?

Users should check the email address itself, not just the
friendly name displayed. Be aware this address might be
slightly different from the genuine email account, might be a
compromised (hacked) account, and there are also ways to
manipulate the displayed address.

When sending email, never assume the automatic email
autocomplete suggestion is better than your brain to get it to
the intended recipient. It is your job to make sure the email is
sent to the right email address for the right person.

Before hitting “send” do a final check of the address lines
and view the actual email addresses it is going to. Proofread
and check for clarity and tone also. A few minutes can save
an incident that is annoying, embarrassing, or even creates
reporting requirements and legal liability.

Verbal confirmation for funds transfers

If the email involves payment instructions, ensure you also have
a verbal conversation and confirmation with the other person.

Read that again, you might avoid a problem.

For example, if you are sending or receiving bank wire
instructions by email, after the email you must have a phone
call conversation to confirm those emailed instructions. Do
not rely upon email alone, since email-based funds transfer
frauds are a ubiquitous cybercrime fraud. Fraudsters use
impersonating emails to misdirect funds and steal them.
Exchange pleasantries, confirm identity, and confirm the
payment instructions.

Create email distribution lists

Where warranted, create an email distribution list, and keep
it updated by checking it periodically. This can help ensure
the email goes to the right people, instead of relying on your
system’s autocomplete.

Check your contacts and autocomplete email
addresses

If you have email addresses in your autocomplete list that you
will never need again, or that include people who might take
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advantage of misaddressed confidential communications,
delete them from that autocomplete list.

Avoid using ‘bec’

Although “bcc” (blind carbon copy) has its uses and can
save time in some circumstances, it presents risks because a
recipient on the “bcc” line might “reply-all’ thus defeating the
original purpose.

A better way to achieve your purpose is to first send the email
to people on the regular “to” and “cc” lines, then forward it to
the people you might have otherwise bcc’d.

Keep your email threads clean and with proper
subjects and content

The email you send might be breached or subject to discovery
review. Do your part to keep the communication clear to avoid
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present or future misunderstanding. Do not unnecessarily
duplicate confidential information earlier in the email thread
(consider redacting it).

One step at a time

Cybersecurity can seem overwhelming, perhaps worthy of
procrastination or delegating to a vendor. Don’'t do that. Tackle
it with one positive step at a time, in a process of continual
improvement. Learn one thing at a time, make one decision at
atime.

Email security and these tips are a good place to start.
IIl be back with more steps in a future column.
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